The War of Ideas:
Singapore’s Response towards Online Radicalization
Introduction 
Terrorism is a real threat for Singapore. The Al-Qaeda-linked terror network Jemaah Islamiyah (JI), a major security threat in Southeast Asia, was known to have planned to bomb public installations and foreign interests in the small country. The Singaporean authority has made two arrests of JI members in 2001 and 2002. They were arrested and detained without trial under the country's Internal Security Act (ISA). The group, which has members in Indonesia, the Philippines and Malaysia, is suspected to have had an active cell working underground in Singapore since the 1990s. But JI, as an organization, is not the only source of terrorism-related threats. The Singaporean government has taken measures to prevent the terrorists from grooming its Muslim citizens to become extremists with the help of the new technology: the Internet.

The Calling for Jihad on the Net

Analysts have intensively been assessing and discussing the impact of the Internet on global terrorism in recent years. Terrorism -- like many other things in life -- has gone online. The reason why the extremists decided to embrace the new media is simple: the Internet, now commonly referred to as Web 2.0, makes everything faster, easier and, most essentially, cheaper. Facebook, Youtube, Yahoo Messenger, blogs and other Web 2.0 revolutionary inventions are paving the way for terrorism to join the digital frenzy.

The Internet is primarily used as a tool of propaganda by militants. In the web, copying and pasting pictures, articles and software are only a click away; and virtually everything on the net can be reproduced. Netizens, inspired by renowned naturalist Richard Dawkins, call these reproduced objects on the net as "meme". And these memes, as Dawkins puts it, can be as dangerous as deadly viruses. Everybody with a computer and an internet connection can be radicalized without having to bring him or her to war-torn countries. Pictures, videos and news articles of jihadists fighting against their enemies in countries like Afghanistan, Iraq, Palestine and the Philippines have been reproduced almost incessantly and now widely circulated in the digital world, waiting to be searched by Muslims anywhere. The aim of the reproduction of such pictures – the heroic and gory ones -- and stories is no other than to gain support, or at least empathic solidarity, from Muslims around the world to defend their brothers against the “evil West”.

In 1999, about 30 organizations designated as foreign terrorist organizations by the United States government, including Al-Qaeda, had made their presence in the web (Gabriel Wiemann, 2004). Weimann claimed he scanned thousands of websites and forums serving the interest of the terrorists by the time he wrote his article. Today, terrorist organizations’ websites are beclouded by thousands of personal blogs managed by individual Muslims who publicly throw their supports for extremists and consequently the violence they carried in the name of "defending Islam" from "its enemies". It is difficult to find out the exact number of such websites, given the fact that the Internet is extremely vast and dynamic. Experts, however, assume that it has grown rapidly.

In a regional context, a special report titled “Countering Internet Radicalization in Southeast Asia” recently found “that the internet has contributed to radicalization, will probably grow in regional significance, and might become the dominant factor in radicalization in the region. And it’s not just passive websites that are important in this context: social networking sites of all kinds, such as blogs and forums, are evolving rapidly.” The report, made by Australian Strategic Policy Institute (ASPI) and Rajaratnam School of International Studies (RSIS), highlights the increasing number of Malay and Indonesian language extremist websites, from 15 in 2007 to 117 in 2008. Not only do they promote violent ideologies, but they even also provide manuals for bomb making, it says. While the number of sympathetic websites slightly rose from 10 to 16, according to the report, the number of individual blogs and social networking accounts jumped from zero to 82. Indonesia, which has 20 million people connected to the Internet, represents 80 to 90 percent of visitors to extremist websites it has found such as Arrahmah.com and Jemaahmuslimin.com. Jihadmagz.com is interestingly not mentioned in the report, although I find it to be ideologically more violent than Hizbut-tahrir.or.id.

Digital extremism thrives in Indonesia and Malaysia, Singapore’s predominantly Muslim giant neighbors which have seen a rising number of Internet users. How do the Singaporean government and its Muslim community respond to that problem?

Islam in Singapore

Internet is not the sole factor contributing to radicalization. Poverty, social segregation, psychological condition and kinship, still contribute significantly to radicalizing individuals. A welfare state with a multi-racial population of only about four million, social integration is critical to the country’s economic development. Singapore has been extremely strict in enforcing the law to maintain inter-racial and inter-religious harmony, which in turn helps thwart offline radicalization. Before we asses the impact of extremist websites on the Singaporeans, we should take a look on the kind of Islam developed in the country. 

Muslims account for 15 percent of Singapore’s population. The majority of them are Malays (85 percent), followed by Indians (12 percent) and small minorities of Arab and Chinese (3 percent). The Malays control the Majelis Ugama Islam Singapura (MUIS), a statutory body tasked with issuing edicts, managing tithes, organizing the hajj and advising the president on Islam-related matters. The body tries to reach out the Muslims through 69 mosques currently operating in the country. Around 390 to 400 Muslims enroll in the country’s six full-time Islamic schools, or madrasa, annually to become Muslim teachers and preachers, who are required to register themselves to the MUIS before teaching and preaching about Islam. Their portfolios are made online. The majority of the Muslims here study in part-time (Sunday) Islamic schools.  

Singaporean Muslims set an example of religious inclusivity. A study on inter-religious relations in Singapore conducted by Yolanda Chin and Norman Vasu found that “Muslims were as likely to engage with non-Muslims (Hindus included) as they would with a Muslim in the social, economic, political and security spheres.” More than 90 percent of the surveyed Muslims say they do not mind interacting with Free-thinkers, Buddhists and Christians. It was only in their choices of spouses for their siblings (67–69 percent) and themselves (41–45 percent) that preference for intra-religious interaction was mostly avoided, the survey has found. The acceptance of other religious groups to Muslims is sufficiently high (89 percent), despite it being the lowest compared to those of others. “It is noteworthy,” the study further explains, “that the prospects of being discriminated against or favored based on one’s religious identity were very low.” By and large, the study shows, the Muslims feel neither marginalized nor sidelined. 

MUIS’ deputy director for community engagement, Zainul Abidin Ibrahim, said the integration of minority Muslims was based on the belief that Muslims should be “religiously adaptive” and “socially progressive”. “Good Muslims,” he said, “must also be good citizens”. The MUIS is considered the highest religious authority among Muslim community in Singapore. It is responsible for smoothing the integration process by teaching the Muslims the kind of Islam that is contextual with the Singaporean society. It has even set up Harmony Centre to help people of other faith to take a close look at the religion which is often linked to terrorism. Community leaders in Singapore, supported by the government, have in this regard played a great role in countering offline radicalization. 

Poverty and wide wealth gap – believed to be the mother of all conflicts -- are not a major issue in Singapore, which was ranked among the world’s ten richest countries last year by the World Bank. The JI members were mostly radicalized outside Singapore, especially in Afghanistan during the Soviet war. The JI cell itself was set up by an Indonesian named Abdullah Sungkar who strived for the establishment of an Islamic state in the world's largest Muslim country. Singaporeans therefore used to believe that religious extremism is “imported” from other countries. Not until they realized that extremism had pervaded the web did they think that Singapore could actually have a home-grown terrorist.   

Internet Radicalization in Singapore 

Abdul Basher’s case evidenced the possibility of self-radicalization via Internet. Media reports said Basher, an Indian-descent, was a young man many would never guess would embrace an extremist ideology. Graduated from a top local university, the former lawyer was radicalized after learning about Islam on the web. He was arrested by the Internal Security Department in the Middle East before departing to Afghanistan to fight alongside the Taleban against the United States soldiers. The Internet was not the sole factor to Basher’s radicalization, but it was decisive, Muhammad Haniff Hassan, an RSIS expert on counter-terrorism said. Basher became a born-again Muslim after his father recovered from his severe illness, a big event he believed was God’s answer to his prayer. A university graduate, he was confident he could study Islam alone without any guidance. He admitted to the authority that he was radicalized by the Internet.        

Haniff said that looking at Basher’s case those who study in public schools are more prone to being radicalized than those who study in madrasa. “In this respect, Singapore is different from Indonesia, Pakistan and other countries. Madrasa has not been the cause of the problem. No madrasa graduate has been arrested or known to be member of JI,” he said. He also highlighted the fact that young Singaporean Muslims, including the Malays, are more exposed to English language websites, thus very unlikely to access the flowering Indonesian language jihad websites. “They more versed in English than Malay. If they have not been radicalized, they will not go there,” he said. But that does not mean the threat of Internet radicalization diminishes as the number of extremist websites is actually far bigger. 

The Singaporean government has implemented Internet security policy since 1996 and banned 100 unrevealed websites in a symbolic move to get a grip on the new media. The Media Development Agency (MDA) has the authority to block websites which “depicts detailed or relished acts of extreme violence or cruelty” or “glorifies, incites or endorses ethnic, racial or religious hatred, strife or intolerance.” The website of Chicks Publication, which publishes anti-Islam and anti-Catholic booklets, for instance, is blocked by the MDA after a Muslim woman reported a Christian couple to the police for sending her a Chicks booklet containing materials offensive against her belief. Despite the symbolic move, many extremist websites managed overseas, however, are still accessible. Arrahmah.com, a bilingual extremist website that drew media attentions in Indonesia for glorifying the Bali bombers before they were executed, is not blocked. Hundreds of websites containing articles insulting and inciting hatred against certain groups can also be found easily.

Moreover, bloggers -- currently the most powerful civil society in Singapore -- have demanded more freedom in the web. The Minister of State Information, Communications and the Arts, Lui Tuck Yew, has asked netizens to do self-regulation or, in other words, “bottom-up moderation of online speech by netizens” (The Strait Times, Feb. 21, 2009). The government-appointed Advisory Council on the Impact of New Media on Society (AIMS) last year recommended the government lift the symbolic ban on 100 websites as “the symbolic value of these 100 websites diminishes with the continued proliferation of websites with undesirable content, and the increasing use of alternative methodologies like file-sharing networks.” In a press statement, the so-called Blogger 13 endorsed AIMS’ proposal. The government said it agreed to do so if a coordinating agency tasked with carrying programs to protect children had worked effectively. 

Counter-ideology

Yacoob Ibrahim, Singapore’s Minister for Environment of Water Resources who is also in charge for the Muslim affairs in the country, said that blocking is not a long-term solution for online radicalization. “We believe that the best way to deal with the young people is to make sure that they have a platform where they can come to ask questions openly,” he said. “We have websites for young people to come to ask about religions which they would not ask openly, be it on terrorism, boy-girl relationship or anything else they considered of interest to them,” he added. The websites, organized by MUIS clerics can be accessed at www.alive.sg and www.invoke.sg where young Muslims could learn anything about Islam in a fun and non-traditional way. The two websites, however, were not specifically set up to challenge extremist views. A new Singapore-based website with a brighter and more colorful design was recently launched to appeal the youth to support the global movement against extremist ideology. The website was made following an international meeting on terrorist rehabilitation in Singapore in February. Named P4Peace (at www.p4peace.com), it provides not only articles depicting the way religious radicalism and extremism spread in the web but also music videos and discussion forum to attract the youngsters to actively participate in promoting peace and countering violent ideologies. It even has a section called Youth4Peace where young Muslims read fun facts about famous people like Rihanna or David Beckham. 

The Singaporean government, knowing that “pulling the plug” will not be effective in mitigating the threat of online radicalization, believes counter-ideology is important and has been supporting the effort. It channeled its support primarily to Religious Rehabilitation Group (RRG), which was originally set up under the Home Affairs Ministry to rehabilitate or de-radicalize the JI detainees. However, as stated in their website, the group’s main role is to make an “ideological response” towards JI. It aims at “discrediting the terrorists”, “impeding their ideology from spreading”, and “immunizing the community at large from falling prey to such ideology.” On its website at www.rrg.sg, it provides resourceful articles and links to books on the misinterpretations of the extremists on the concepts of jihad, takfir (declaring a person to be infidel) and the territory/state of Islam (darul Islam).  The main target of RRG is JI detainees and their families, but they also aim at the young Singaporean Muslims it believes needs to be “immunized from JI’s indoctrination”.

Haniff concurred with Minister Yacoob, saying that blocking is useless as people behind the banned websites could easily create new websites anytime. He said: “(Those websites) cannot be blocked or banned. Even the United States, with their advanced technology, could not do it. The only feasible way to respond to such websites is through education or counter-ideology. We need to provide alternative (views of Islam) which are more contextual with the condition in Singapore.” Haniff has since 2006 published articles to counter the extremists’ interpretations of the Islamic scriptures in his personal blog http://counterideology.multiply.com. A Muslim Singaporean lady calling herself http://2jay.wordpress.com/avata/ also regularly posts videos and writings to counter extremist views on Islam.

Conclusion and Assessment 

Neither the government nor the civil society believes that banning website is the most effective way to respond to online radicalization, although censorship was not entirely lifted and still applied mainly for symbolic reason. Counter-ideology is now widely believed to be the best way to protect citizens from extremism. A report made by the United Kingdom-based International Centre for the Study of Radicalization and Political Violence (ICSR) found that “any strategy that relies on reducing the availability of content alone is bound to be crude, expensive and counterproductive.” It says most governments have been deluded by the thought that removing or blocking radicalizing material on the web will solve the problem. “Radicalization is largely a real-world phenomenon,” the report says, “that cannot be dealt with simply by ‘pulling the plug’.”

But the effort begs one question: how do we measure the effectiveness of counter-ideology effort? Haniff admitted he was baffled by the question, saying that there was no agreed methodology on how to measure it. There are so many theoretical issues which have not been fully postulated, even for such a basic concept as radicalization itself, he said. He admitted that the absence of reliable measurement methodology is one problem undermining counter-ideology movement. However, based on his observation, most people are positive about the effort, though he did not deny that there was a segment of the community who were skeptical about it. “In any society, you will find a segment of society that just does not bother. Those who do not bother about religion will not bother about radical ideology,” he said.    

Khairu Rejal bin Mahrom, a young Muslim activist in Singapore, also said the majority of the young Muslims were apathetical about their religion, let alone the existence of MUIS. However, he added, there are a number of young Muslims who were very enthusiastic about Islam and actively involved such religious groups as the wahabbist, the (Jema’ah) Tabligh and the usrah. There is a gap between those groups and the MUIS, alleged Rejal, who headed Saff Perdaus, a Muslim-based organization committed to leadership development. While doubting that young Muslims in Singapore could easily fall victims to terror ideology, Rejal argued that the Tabligh followers were more likely to be radicalized due to their frequent overseas trip, including to Pakistan, the group’s spiritual centre, in which they could encounter radical Muslims’ thoughts. Minister Yacoob said that the MUIS and the government did not ban such groups as Jema’ah Tabligh as long as they abide by the Singaporean secular law and respect their Muslim brothers. He dismisses the perception that there is a gap between Muslim leaders at the MUIS and the Muslim community. “I am not sure what these gaps are,” he said, claiming that the educational programs organized by the MUIS to reach the Muslims had been working well.  

Counter-terrorism is a concerted effort in Singapore for the state believed terrorism is a national problem which needs to be addressed holistically in which every citizen, regardless of race and religion, must play a part as stated by Minister Lm Boon Heng during the launching of the RRG website in 2007. Since the JI arrest in 2001, there was no plot emerging in Singapore, while the 40 percent of the JI detainees have been released from detention and considered “ideologically rehabilitated”. Haniff said these are perhaps the indicators of the benefit of counter-ideology measures. 

Ary Hermawan
Asia Journalism Fellowship 2009
